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Integration Guide: SCIM and Azure AD Integration

Compliance.ai offers the SCIM API, or System for Cross-domain Identity Management, facilitating
automated user provisioning within the Compliance.ai application.

Through the Compliance.ai SCIM API, customers can streamline user provisioning to the Compliance.ai
platform by seamlessly integrating it with their existing Identity Provider (IdP) systems. The API aligns
with the SCIM standard, providing RESTful APIs tailored to automate user provisioning processes across

various systems.

This document is the property of Compliance.ai. Unauthorized use or distribution is strictly prohibited.
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Objective

The objective of this reference document is to provide guidance on integrating Compliance.ai's SCIM API
with Azure Active Directory (Azure AD). This document aims to empower users with the knowledge and
steps required to integrate the two systems, enabling efficient user provisioning within Compliance.ai's
platform via Azure AD.

Overview

The Integration Guide: SCIM and Azure AD Integration serves as a resource for users seeking to integrate
Compliance.ai's SCIM API with Azure AD. This guide provides step-by-step instructions and best practices
for setting up the integration, configuring attribute mappings, managing user roles, and addressing
common challenges.

Supported endpoints for the SCIM API:

The SCIM API provides support for several endpoints, including the following:

1. /Users: This endpoint enables the management of user accounts. It supports creating new user
accounts, retrieving user account information, and modifying user account attributes.

2. /ServiceProviderConfig: This endpoint provides information about the Compliance.ai service
provider. It includes details about supported authentication schemes and endpoint URLs.

3. /ResourceTypes: This endpoint provides information about the types of resources supported by
the Compliance.ai SCIM API, specifically user accounts.

4. [Schemas: This endpoint provides information about the schema for user accounts. It includes
details about the attributes that can be modified and any constraints.

This document is the property of Compliance.ai. Unauthorized use or distribution is strictly prohibited.
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How to integrate Azure AD to Compliance.ai SCIM API

Obtaining the Access Token

To set up Compliance.ai SCIM on Azure, external users require an access token. Follow the steps below to

acquire it:

1. Login to https://developer.compliance.ai/io-docs
< C @ ntips//developer.compliance.aifio-docs

&, COMPLIANCE.AI

Developer Platform Documentation Interactive APl Request Key Support
Interactive API
Test our API services using /O Docs. You can also view our written documentation.

OAuth 2.0 - Document Search API -

With the help of this API, you can effortlessly search for documents on Compliance.ai. If you're interested in exploring the Document Search Response

Schema, you can find it right here
OAuth 2.0 Flow:

Client Credentials v

Client ID:

Client Secret:

Get Access Token

Navigate to the menu and select "Interactive APL."

In the API services dropdown, choose "SCIM."

From the Existing Client Credentials dropdown, select the application utilizing the SCIM API.
Retrieve the Client ID and Secret.

Proceed to obtain the Access Token.

No u bk~ wnN

Copy the access token for further use.

This document is the property of Compliance.ai. Unauthorized use or distribution is strictly prohibited.
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\’ll COMPLIANCE.AI Signed in as leila.sahebjamee@compliance.ai ‘ MY ACCOUNT | | DASHBOARD | ‘ SIGH OUT |

Developer Platform Documentation Interactive APl Request Key Support

Interactive API

Test our APl services using I/0 Docs. You can also view our written documentation.

SCIM hd

0OAuth 2.0 Flow:

Client Credentials v

Existing Client Credentials:

Leila'sApp v

Client ID:
12345

Client Secret:

abed

Get Access Token

Access Token:

1234abed

Setup Admin Credentials

Once you have registered the Compliance.ai application on Azure AD, please see here for more info,
follow these steps to set up admin credentials for connecting to the Compliance.ai SCIM API:
1. Go to the Azure Portal.
2. Navigate to "Enterprise Applications | All applications" and select the Compliance.ai App
Application.

This document is the property of Compliance.ai. Unauthorized use or distribution is strictly prohibited.
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< ¢ = 1050t AAD.I PPADP:

= Microsoft Azure P Search resources, services, and docs (G+/) B leila.sahebjame@compli...
COMPLIANCEAI (COMPUANCEA._.

Home > Enterprise applications

Enterprise applications | All applications - X

Compliance.i - Microsoft Entra ID.

“ + New application () Refresh ¥ Download (Export) @ preview info Columns | [ Preview features & Got feedback?

Overview
© overview View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their identity Provider.
X Diagnose and solve problems The list of applications that are maintained by your organization are in application registrations.
Manage [ search by application name or abject 1D Application type == Enterprise Applications X Application ID starts with X Add filters
B All applications 2 applications found
B Private Network connectors Name 7y Object D Application ID Homepage URL Created on 7y Certificate Expiry Status Active Certificate Expiry D... _Identifier URI (Entity D)
2 User settings . Compliancei 100-5c2.. 1bags2ea-es hitps;//account activedirectory... 6/18/2023 @ current o/13/2026 urnamazoncognito:spius-east-. I
B9 App launchers Graph Explorer C2BCA08a-3700-4733-864-79...  deBbcBb5-09fo-48b1-28ac-b74... hitps://developer.microsoftco...  7/12/2023 - - eSbcabs-09fo-48b1-28a0-b74,
A1 Custom authentication extensions

(Preview)
Security

@ Conditional Access

& Consent and permissions
Activity

D sign-inlogs

i Usage & insights

& Auditlogs

& Provisioning logs

7= Access reviews

@ Admin consent requests
% Bulk operation results
Troubleshooting + Support
2 New support request

hitps://portal.azure.com/#

3. Oncein "Compliance.ai Overview” from the sidebar, under the "Manage" section, choose
"Provisioning."

i + - o x
A0, agedAppMenuBlade) /O (objectd/12628109-3720 4ast-310d.Sc249652c084/sppld 103852
= Micosoft Azure 0 Searc resource,senvies, and docs (6+/)
fome » Enterprise applications | All sppivcation

# Compliance.ai | Overview

2 a78ba853. ©

12626109-372d-4aat 2106-.. ©

Getting Started

) 2setupsingle

What's New

Iﬁ’ Delete Application has
4/ ks

Sign in charts have moved!
e e ights iew shovs n 1 fo seng with other il sgpication . Vi nsigh

ved to Properties

4. Select "Automatic" for Provisioning Mode.

5. Add the exact URL "https://api.compliance.ai/scim/" in the Tenant URL field.
6. IMPORTANT: Apply the hotfix provided by Microsoft at this point. Please refer to the following
link for detailed instructions:_Microsoft Hotfix

7. Paste your Access Token for the Secret Token (obtained from the previous step).
8. Test the connection to ensure it returns a successful result.

This document is the property of Compliance.ai. Unauthorized use or distribution is strictly prohibited.
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fome > Emterprise applications | All applications > Complisnca.i | Provisioning > Compliance si | Ovenvisw

Provisioning -

[
Provisioning Mode

Use Acure AD 1o mansge the crestion and synchrenization of user sccounts in Compliance.ai based on user and group
sssignment

. Admin Credentials

Admin Credentials
Azure AD needs the following information to connect to Complianceai's API and synchvonize user data.

Tenant URL* ©

[ ps:i/api.compliance.airscim
ecret Token
Test Connection

* Mappings

~ Seftings

g status ¢

[ o )

Configure Mapping

We support the mapping of Users, but Group Mapping is currently unavailable.
Start by adding one active user under "Users" to disable Group Mapping.
Once the user is added, disable Group Mapping by clicking on "Provision Azure Active Directory
Groups."
4. Enable the Provisioning Status to finalize the configuration.

Home > Compliance.ai | Overview >

Provisioning
Lﬂ Save >< Discard

Provisioning Mode

[ Automatic

Use Azure AD to manage the creation and synchronization of user accounts in Compliance.ai based on user and group

assignment.

v Admin Credentials

~ Mappings
Mappings
Mappings allow you to define how data should flow between Azure Active Directory and customappsso.
Name Enabled
Provision Azure Active Directory Groups No
Provision Azure Active Directory Users Yes

D Restore default mappings

This document is the property of Compliance.ai. Unauthorized use or distribution is strictly prohibited.



{/, COMPLIANCE.AI

Attribute Mapping

To map Azure user attributes to Compliance.ai attributes:

Click on "Provision Azure Active Directory Users."

Set the attribute mappings according to the table below.

Compliance.ai supports the following user attribute mappings: Users (Create).
Click on "Add New Mapping."

Add the mappings one by one as described in the table below.

ik wNe

6. Click "Ok" and then "Save" to save the mappings.
Please ensure that the attribute mappings are accurately set to ensure seamless integration between
Azure AD and Compliance.ai.

Attribute mappings define how attributes are synchronized between Azure Active Directory and customappsso
Azure Active Directory Attribute

userPrincipalName

Switch([IsSoftDeleted], , "False", "true", "True", "false")

objectld

Switch(SingleAppRoleAssignment([appRoleAssignments]), "Lite Team User", "Admin", "Org Admin","Team Admin", "Active Team User" ,"Lite Team
User", "Lite Team User")

Note: Lite Team User is the default role when no role is assigned

"Admin", "Org Admin" - Admin role in Azure is mapped to Org Admin

"Team Admin", "Active Team User" - Team Admin role in Azure is mapped to Active Team User

“Lite Team User", "Lite Team User" - Lite Team User role in Azure is mapped to Lite Team User

Attribute Mapping

This document is the property of Compliance.ai. Unauthorized use or distribution is strictly prohibited.

customappsso Attribute
userName

active

externalld

userType
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Supported Roles

Currently, we support the following roles:
"Org Admin"

"Team Admin"

"Workflow Admin"

"Active Team User"

vk wN

"Lite Team User"

Adding Users

To add users from your Active Directory to the Compliance.ai Application, follow these steps:
Find the application previously created for Compliance.ai.

Go to "Users and groups."

Click on "+Add users/groups."

Select the Users/Groups you wish to add.

A W

Choose the role for the desired user/group.
6. Click "Assign."
Note: Exercise caution to avoid provisioning the same account as a user when adding users.

Home > Compliance.ai | Users and groups > Users X

Add Assignment

LAA Consulting Organization

[ search

leilasj12345
A\ Groups are not available for assignment due to your Active Directory plan level. You can assign individual users to i
the application. leilasj12345@compliance.ai
leilasj123456
Users leilasj123456@compliance.ai
None Selected
leilasj622023
Select a role
leilasj622023@compliance.ai

BN Ieilasj6223@compliance

Selected items

leilasj6223

leilasj6223@compliance.ai

This document is the property of Compliance.ai. Unauthorized use or distribution is strictly prohibited.
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Home > Compliance.ai

9, Compliance.ai | Provision on demand

@ Learn More 2 Got feedback?
© Overview

Provision on-demand for a subset of users or groups before rolling it out broadly to your organization. When provisioning a group you can select 5 members

£, Provision on demand
at a time.

Manage @ No user or group will be provisioned on-demand that would not have been provisioned through the regular provisioning cycles.

@ Provisioning
Selected user £ leilasaheb6223

2 Users and groups

B3 Expression builder

Monitor
& Provisioning logs
E Auditlogs

@ Insights
Troubleshoot

2 New support request

Provision on demand

If the users you previously added are not syncing as part of provisioning, you can try to provision them
on demand. Here's how:

1. Go to the Compliance.ai application in your Azure portal.

2. Navigate to "Provisioning."

3. Select the “Provision on demand” to provision users on demand.

4. Select the user who has not been provisioned through the regular provisioning cycles
This action should trigger the provisioning process for the users you've added, ensuring they sync
correctly with the Compliance.ai application.

FAQ

1. To confirm if a user is created on the Compliance.ai
application, follow these steps:

a. Login to_https://developer.compliance.ai/io-docs.

Navigate to "Interactive APL."
Select "SCIM API" from the dropdown menu.
Under "Existing Client Credentials," select your application.
Your Key and Client Secret should automatically be presented.
Click on "Get Access Token."
In the "GET SCIM Users - GET /scim/Users" section:

i.  Set"Accept-Encoding" to "identity."

™ 0 oo T

This document is the property of Compliance.ai. Unauthorized use or distribution is strictly prohibited.
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ii. In the "filter" field, provide the value in the format: userName eq
"user@domain.com", replacing "user@domain.com" with the username of the
user you provisioned.

h. Click "Try It."
This action will verify if the user has been successfully created and can be accessed through the
Compliance.ai SCIM API.

{ COMPLIANCE.AI Signed in as leilasahebjamee@compliance.ai | Wy ACcoUnT | | bAsasoarD | [ sian out

Developer Platform Documentation Interactive APl Request Key Support

Interactive API

Test our API services using I/O Docs. You can also view our written documentation.

OAuth 2.0 Flow:

Client Credentials ~

Existing Client Credentials:

Leila'sapp v

ClientID:

Client Secret:

Get Access Token

Access Token:

This document is the property of Compliance.ai. Unauthorized use or distribution is strictly prohibited.
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SCIM Endpoints List Methods ~ Expand Methods

SCIM Users - GET  /scim,

This method returns a set of Users that are a part of your Organization, along with the attributes for each.

Parameter Value Type Description
REE dentity string - This allows the response to be in JSON so it can be rendered in this Interactive API. Please keep 'identity' as
encoding

this parameter's value.

filter userName eq "leila.c| S8 This endpoint allows you to retrieve a list of all users with the specified username user@domain.com. Use the

filter parameter to apply the username filter in this format: userName eq "user@domain.com".

Tryitl Clear Results

Request URI

https://api.compliance.ai/scin/Usersifiltar=userName+eq+¥22leila. sahebjameetdlcompliance.ai%2d

Request Headers Select content

sccept-encoding: identity

Zuthoriza

X-Originating-IP: 73.15.2€.235

Response Status Select content

200 OK

You should receive a response similar to the one below:

{
"Resources": [{
"active": true,
"externalId": "",
"id": "3749",
"meta": |
"created": "2023-02-27 21:45:07.157662",
"lastModified": "2023-06-19 16:41:34.565795",
"location": "https://api.compliance.ai/v1/Users/3749",
"resourceType": "User"
}I
"schemas": ["urn:ietf:params:scim:schemas:core:2.0:User"],
"timezone": "America/Vancouver",
"userName": "leila.sahebjamee@compliance.ai",
"userType": "Org Admin"
F1y
"itemsPerPage": 100,
"schemas": ["urn:ietf:params:scim:api:messages:2.0:ListResponse"],
"startIndex": 1,
"totalResults": 1
}

2. Why does the Testing connection to Compliance.ai fail?

If you encounter the following error while provisioning a user in Azure AD, it indicates that your
access token has expired. To resolve this issue, you need to generate a new access token, as
explained in the Access Token section above.

This document is the property of Compliance.ai. Unauthorized use or distribution is strictly prohibited.



</, COMPLIANCE.AI

Quarantine details:

‘While attempting to validate our authorization to
Fcoess your application, we received this
unexpected response: Received response from Web
resource. Resounce:
hitpss//api.compliance.ai/scim/Users?
filter=userMame+eq+ 415561 70-d37a-4040-3648-
elboodDc9et” Operation: GET Response Status
Code: Unauthorized Response Headers: Connection:
keep-alive X-Mashery-Responder: prod-j-worker-
us-east-1c-06.usel mashery.com X-Masheny-
Meszage-ICr 1aab3ab1-021c-41f2-8366-
Ob35335d2edc ¥-Emor-Dietail-Header: Mot
Authorized X-Masheny-Error-Code:
ERR_403_MOT_AUTHORIZED Date: Wed, 21 Jun
2023 05:29:23 GMT Server: Mashery Proxy WWAW-
Authenticate: Bearer realm ="api.compliamce.ai”,
ermor="invalid_token” Response Content: <h1 Mot
Authorized< /1 * Pleass check the service.

“Wiew provizioning logs

If you encounter the following error while “Testing the Connection” in Azure AD, it indicates that
your access token has expired. To resolve this issue, you need to generate a new access token, as
explained in the Access Token section above.

@) Testing connection to Compliance Al 4

You appear to have entered invalid credentials. Please
confirm you are using the comrect information for an
sdministrative account.

Error code:
SysternForCrossDomainldentityhlanagementCredentialy’
alidationlUnavailable

Details: We received this unexpected response from
your application:

Received response from Web resource.

Resource: httpss/fapi.compliance.aifscim/WUsers?
filter=useriame+eq+"0d99%ce3d-bf54-49b6-8c07-

TS 19566c90d”

Operation: GET

Response Status Code: Unauthorized

Response Headers: Comnection: kesp-alive
¥-Mashery-Responder: prod-j-worker-us-east-1b-
02.usel_masherny.com
H-Masheny-Message-10: 873bE6f55-1037-4bc3-53d3-
424fcBeatT43
X-Error-Detail-Header. Mot Authorized
¥-Masheny-Ermor-Code: ERR_403_MNOT_AUTHORIZED
Cate: Thu, 22 Jun 2023 03:54:09 GMT
Server: Mashery
Praomy
WWW-Aurthenticate: Bearer realm="api_compliance.ai”,
ermor="invalid_token"

Response Content: <h1>Mot Authorized</h1>

Pleaze check the sendce and try again.
Request-id: 90d0123f-d01 e-dooc-b204-be2 16d0bfaab

This document is the property of Compliance.ai. Unauthorized use or distribution is strictly prohibited.
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3. Why is the user provisioning update not working?

This issue is a known issue within the Microsoft Azure solution. A resolution provided by
Microsoft can be found in the link below:
https://learn.microsoft.com/en-us/azure/active-directory/app-provisioning/application-provisio
ning-config-problem-scim-compatibility#flags-to-alter-the-scim-behavior

This document is the property of Compliance.ai. Unauthorized use or distribution is strictly prohibited.
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